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1. Solving the Messaging Preview-Bot Premature Burn Bug

In naive burn-on-read systems, sharing a one-time link over Slack, iMessage, Telegram, or
Microsoft Teams causes the platform's automated link-preview crawler to trigger the HTTP GET
route and destroy the secret before the human recipient clicks the link.

LimeShare implements a two-phase atomic claim state machine in D1 SQLite (UPDATE transfers
SET state='claimed' WHERE id=? AND state="active' RETURNING) coupled with client-side
fragment authentication: preview bots never possess the #key.token URL fragment and never
execute the authenticated POST /v1/transfers/{id}/access claim handshake.

2. Cryptographic Certificates of Destruction

Upon transfer expiration, burn-on-read completion, or manual sender purge, LimeShare issues
a tamper-evident Certificate of Destruction verifiable at

https://limeshare.org/verify-receipt, recording the transfer ID, exact UTC erasure

timestamp, ciphertext byte count, and cryptographic signature for legal discovery and
HIPAA/GDPR audit logs.
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